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IT security: Convergence of endpoint and network security? 
 

Dear Reader, 

As you might have read in the newspapers, in the last couple of 

weeks one of the most significant security flaws in recent years 

was revealed: An error in a type of internet encryption security, 

known as OpenSSL, was disclosed. This standard is one of the 

most widely used security methods across all industries1. As a 

result, the so-called “Heartbleed” bug was able to expose 

millions of passwords, credit card numbers and other pieces of 

sensitive information. Two-thirds of the worlds’ web-sites were 

affected and this vulnerability has been undetected for two 

years2. Although a patch has been issued, all users are 

encouraged to update their passwords on sensitive websites.  

As such high profile incidents have shown, hackers are gaining access to supposedly secure IT 

networks through unlikely places such as printers, thermostats and videoconferencing equipment. 

Therefore we believe a 100% secure IT network is nearly impossible to guarantee. An integrated 

security approach is needed which combines endpoint security (e.g. anti-virus) and network 

security (e.g. authorization of data access in a network). In this paper we describe in a first step the 

IT security market. Secondly, we provide an overview of the current threat landscape and its 

challenges. To conclude, we highlight a technological trend as a possible solution. 
 

The market for IT security 

The recent IT security incidents as well as 

the proliferation of mobile devices, cloud 

computing and available connectivity have 

created a significant need for modern 

security solutions. An emerging theme is in 

our opinion the convergence of endpoint 

security and network security.  

To get a better understanding of the 

environment, fig. 1 shows the worldwide 

security spending by segment. According 

to IDC, annual spending for IT security, 

endpoint security and network security 

combined represent over 50% of the total 

                                                 
1 OpenSSL is an open-source software used to secure the traffic flow between servers and the users‘ computers. 

Websites, network-equipment companies and governments use these tools to protect personal and other sensitive 

information online. The Secure Sockets Layer (SSL) denotes an encryption protocol, which is indicated by a closed 

padlock appearing on browsers next to a website’s address (source: The Wall Street Journal (2014): Internet Security 

Relies on Very Few, in: The Wall Street Journal, April 11th 2014, URL: http://online.wsj.com/news/articles/ 

SB20001424052702303873604579495362672447986, April 22nd 2014).  
2 Source: Financial Times (2014): Companies rush to protect against cyber security flaw, in: The Financial Times, 

April 12th 2014, p. 9. 
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Source: IDC, Barclays, Credit Suisse 

Fig. 1: Worldwide IT security spending by segment 
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product related spending (USD 9.8bn and USD 9.5bn respectively). Additionally, adjacent markets 

include in this context identity and access management (IAM, USD 5.8bn), security and 

vulnerability management (SVM, USD 5.5bn), messaging (USD 3.0bn), web (USD 2.4bn) and 

others (USD 0.8bn).  
 
The current threat landscape in IT security 

The modern threat landscape has evolved substantially over the last couple of years, shifting from 

unwanted ads or even denial of service attacks to much more sophisticated and targeted attacks. 

According to the Swiss Reporting and Analysis Centre for Information Assurance, the efficiency of 

anti-virus products is restricted in particular to common, widespread malware. In case of targeted 

attacks which only affects a fraction of the users, an efficient detection is practically impossible3. 

On the other hand, the technological opportunities in increasing the operational efficiency the 

internet is offering has flooded the corporate networks with personal and confidential data. As a 

consequence, vulnerabilities are rising as more and more third party firms have been granted 

remote access to corporate systems. This trend is giving sophisticated cyber criminals possibilities 

to exploit data for profit. Today’s common threats that security solutions need to address are as 

follow: 

 Advanced persistent threats (APT): APT are a set of stealthy and continuous computer 

hacking processes, often orchestrated by humans targeting a specific entity. APT usually 

targets organizations or nations for business or political motives. APT processes require a 

high degree of covertness over a long period of time4. 

 Zero-day exploits: A Zero-day exploit is a piece of software, data or a sequence of 

commands that takes advantage of a vulnerability in order to cause unintended or 

unanticipated behaviour on computers. Some hackers do not publish their exploits and 

keep them private. Because 

these vulnerabilities have not 

been discovered, they are 

particularly dangerous5. 

 Polymorphic codes: A 

polymorphic code is a code 

that mutates while keeping 

the original algorithm intact 

to evade detection. It can 

occur in a number of ways 

through filename changes or 

encryption6. 

 Blended threats: A blended 

threat combines multiple 

types of malware and uses 

multiple attack vectors to 

increase the severity of 

damage7. 

 

In the past, traditional security solutions have struggled to adapt to these newer kind of threats 

because they are able to bypass traditional firewalls, intrusion detection and prevention tools, anti-

virus and web-gateways. A survey conducted by IDC shows that the client PC is in more than 70% 

                                                 
3 Source: Reporting and Analysis Centre for Information Assurance MELANI (2014): Information Assurance: Situation 

in Switzerland and internationally, semi-annual report 2013/II (July – December), p. 30. 
4 Source: Symantec (2014): What We Talk About When We Talk About APT, URL: http://www.symantec.com/ 

connect/blogs/what-we-talk-about-when-we-talk-about-apt, 23.4.2014.   
5 Source: Whitman (2012): Principles of Information Security: The Need for Security, 4th Edition, Boston, p. 53. 
6 Source: URL: http://searchsecurity.techtarget.com/definition/metamorphic-and-polymorphic-malware, 23.4.2014. 
7 Source: URL: http://searchsecurity.techtarget.com/definition/blended-threat, 23.4.2014. 

Source: IDC, Barclays, Credit Suisse 

Fig. 2: IT assets affected by security violations 
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of all cases the most affected IT equipment (fig. 2). In our opinion this is not surprising but it also 

highlights the need for better endpoint protection. Additionally the rise of tablets and smartphones 

as well as the trend in BYOD (“bring your own device”) have led to nightmares for IT administrators 

because of complications in the IT infrastructure. In our opinion, as more devices are connected to 

the corporate network, IT departments can no longer approach IT security from a network-only 

perspective. Therefore a convergence of endpoint and network security is needed. As a result 

network security policies need to include all physical endpoints.  
 

To conclude 

There is an ongoing debate among experts about which security layer (endpoint vs. network) is 

more critical to protect a corporation. We believe that both, network as well as endpoint solutions 

are equally important. In the past these two subsegments have traditionally operated independent 

of each other, but recently there has been increased interest in the prospect of a tighter integration 

between network and endpoint security8. We think the coupling of the two segments is very 

compelling, especially under the aspects of the advancements in cloud computing, big data 

analytics and threat intelligence. The use of virtualization, sandboxing and other containment 

techniques for security purposes has gained widespread adoption in the last couple of years. While 

these solutions have substantially improved the industry’s overall preparedness against modern 

cyber threats, each technique has some shortfalls, either security or performance related. 

Additionally like most emerging security trends, unfriendly actors have been fairly quick to adapt 

and bypass most containment solutions. 

The revelation of the discussed Heartbleed incident will trigger more discussions about how to deal 

with IT security risks. It might reinforce the impression that the cyberspace can’t be trusted 

anymore9. Therefore a fair question is which other measures are required to increase the level of 

security. One aspect is comprehensibility: Should malware have found its way into a corporate 

network, it is important to understand by which way it entered. This is the only way to eliminate it 

completely from the network. As past incidents have shown, it can take several months or even 

years between intrusion of a malware into a network and its detection10. And finally the best 

prevention against such kind of incidents are well educated employees. Therefore regular 

employee training and awareness-raising are crucial. 

For long-term oriented investors we believe the IT security theme is still early in its secular growth 

cycle. We do not think these kind of incidents will decline any time soon. Therefore we believe this 

segment can be an interesting long term investment opportunity. As a consequence, we are 

shareholders of leading companies in this attractive field. 

 

 

 

 

 

 

 

                                                 
8 Especially after the recent acquisitions of Mandiant by FireEye and Cyvera by Palo Alto Networks. 
9 Interestingly, according to the Financial Times AIG is offering an insurance policy to compensate companies for 

cyber-attacks that damage property and even harm people. The market for cyber insurance has been slow to develop 

because of lack of historical data to model the potential losses arising from cyber-attacks (source: The Financial 

Times (2014): AIG offers cyber policy add-on as threat to people and property rises, in: The Financial Times, April 

24th 2014, p. 11). 
10 Source: Verizon (2012): Verizon Data Breach Investigation Report 2012, fig. 40, p. 49. 

Service 
If you have any questions please do not hesitate to contact me by phone +41 (0)44 344 69 90 or e-mail:  

Dr. Patrick Kolb: patrick.kolb@credit-suisse.com 
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